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Abst ract

The Digital Communications Experiment (DCE)
onboard t he UoSAT-Oscar-11 spacecr aft
recently began a new phase of regular
operations. Devel opnent and installation
of enhanced store-and-forward message
transfer software (MS&) - capable of 200-
kbytes transatlantic data transfer per day
- is the second plateau in the DCE
experi ment al program This program is

designed to gain experience with computer-
based nessage systenms in low earth orbit.

The DCE is the first orbiting store-and-
forward device to carry general amat eur
traffic on a continuing basis. The drafts

for this paper were developed and edited by
the collaborators in the USA and the WK
using the spacecraft as the only means of
conmuni cat i ons.

This paper provides information on the
capabilities and the design of this system
as well as some background information on
the UoSAT- CSCAR 11 spacecraft.

1. 0 BACKGROUND

The UO 11 spacecraft, al so known as UoSAT-
2, was designed and built at the University
of Surrey in England during the second half
of 1983. It was known as UoSAT-B until its
launch from Vandenberg Air Force Base near
Lompoc California in March, 1984.

The possibility of flying a small store-
and-forward nessage experinent onboard UO-
11 was first discussed at a PACSAT design
meeting in July 1983. Amateur groups in
Dal | as, Los Angel es, Qtawa, and Tucson
i mredi ately began work. A flight ready
unit was turned over to the integration
team at Surrey five nonths later, A
parti al account of this whi r | wi nd
devel oprent can be found in AMSAT's "Orbit"
magazi ne nunber 18, March/April 84.

1.1 The Spacecraft

The uo-11 spacecraft is a cuboid wth
dinmensions of 35.5cm X 35.5cm X 58.5cm.
There are solar cells on the four long

faces, generating a total of 35 watts of
power, which is stored in a 6-anp-hour,
NiCd battery. Included in the conplenent

of experiments are:
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0 CCD canera with 384 x 256 pixel inage
capability with 128 levels of gray scale.

0 Three particle detectors (Cei ger
counters) and mul ti - channel el ectron
spectroneter.

o Space dust (microneteorite) detector.

- to neasure magnetic field

o Magnetoneter
attitude.

and to determ ne spacecraft

o 192kbytes CMOS nenory for storage of CCD
camera and particle/wave data.

The spacecr aft has three downl i nks:
145. 825, 435.025, and 2401.5 MHz. The 145
MHz downlink is usually on. The 435 Mz

now regularly wused for DCE
The 2.4 Chz downlink is rarely

downlink 1s
operations.
used.

The main spacecraft control conputer - the
On Board Conputer (OBC) - is based on an
1802 microprocessor with 48kbytes of static
RAM

1.2 DCE Hardware

The Digital Conmunications Experinent (DCE)
is an inportant experiment on wuo-11 --
est abl i shing t hat store-and-forward
conmuni cati ons in lowearth orbit is
realizable and thus fulfilling one of the
UO 11 mission objectives. The nmej or goal
of the DCE is to provide a software and

hardware testbed for PACSAT-type store-and-
forward devices. To that end, it was
designed to be as flexible as possible.
The DCE is all CMOS and contains:

o An NSC-800 CMOS nicroprocessor using the
280 instruction set.

o Two 2 Harris HD 6402 UARTs.

o« One 82C55 parallel port

o 14k of 2kx8 static RAM Harris 6516.

0 16k of Harris 6564 16kx4 static RAM
using 12 bits to store 8 with single bit
error detection and correction in hardware.
o 64k of 8kx8 static RAM Hitachi 6264LP.

o 32k of 2kx8 static RAM Hitachi 6116L.
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0 512 bytes of Harris 6641 bootload PROM
Thi s PROM has an i dentical, command
sel ect abl e backup devi ce.

0 command sel ectable clock speeds of -.9
and 1.8 MHz.

The DCE resides on three «circuit boar ds
which fit in a standard UoSAT nodule box
approxi mtely 6" x 9" x 1". It draws 120nm
at +5 volts.

The total DCE nenory capacity is 126kbytes,
bringing the total nenory aboard UO 11 to
366k -- far exceeding the total nmenory

previously flown by amateur spacecraft.

1.3 Early DCE Qperations

UO- 11 DCE began its orbital
June 5, 1984. Initially, it
spacecr af t operations -- this unplanned
activity nmade necessary by the post-launch
failure in an uplink data conmunications
pat h. UoSAT spacecraft have considerable
redundancy in this area, and the problem
coul d be bypassed by routing all VHF
spacecraft conmunication through either the
DCE conputer or the spacecraft's nai n
onboard conputer (OBC). The DCE provi ded
this bypass function in the initial nmont hs
of spacecraft operations. Since that tine,
the software in both conputers has nmatured

operations on
support ed

sufficiently to perform the command bypass
function while carrying out their other
duti es. The OBC carries out autononous
oper at i onal control of the spacecraft and
its experinments, and also autonmatically
determines and adjusts the satellite's
attitude. The DCE is dedicated to the

message store-and-forward function.

A prototype nessage system devel oped by

Hugh Pett, VE3FLL, was used for a
denonstration of low earth orbit store-and-
f orwar d capabilities at the Paci fic
Tel ecommuni cati on Conference in Hawaii in

January 1985. The denonstration was done

by Hugh and Larry Kayser, WA3ZIA, with
support by Harold Price, NK6K and Chris
Wachs, WA2KDL in Los Angel es; and Martin
Sweet i ng, G3YJO and the UoSAT team in
Surrey.

1.4 Current DCE Activities.

M52, the current DCE software, was

devel oped in Novermber 1985 by Harold Price,
NK6K, and Jeff \Ward, K8KA, at the
University of Surrey's UoSAT |aboratory.

Assistance in inplenenting the MSG ground
segnent on the BBC micro was provided at
UoS by M chael Meer man, PA3BHF. The
spacecr aft automated control sof t war e,
Dl ARY, which also permits DCE ground
stations to command the downlinks and
mul ti pl exors, was witten by Steve Holder

(UoS).

2.0 MB@ SOFTWARE

MB& supports the followi ng features:

o Stores up to 96k bytes of nessage data.
o A single nessage can be up to 16k bytes.

o Up to 128 nessages may be stored at one
tine.

0 A partially downlinked message can be
continued at a later tine wthout repeating
parts of the message already received.

0 A partially uplinked nessage can be
conti nued at a | ater tine wi t hout
retransmtting parts of the message already
sent.

0 If a ground station |ooses positive
control, the DCE will automatically revert
to a known state after 2 mnutes. The

spacecraft DI ARY program will also return
the downlinks and data multiplexors to a
known state after 15 m nutes.

o The MS& protocol
transparency.

provides conplete data

0 The ground station's transmt/receive
changeover tine is not a factor in
communi cati ons. The ground station can be
full  duplex, hal f  duplex using conputer
controlled (fast) switching, or half duplex
using human (slow) sw tching.

Restrictions in this version:

0 Data transfer is in one direction at a

time. Acknow edgnments can be full duplex.
0 Only one ground station can interact
with the DCE at one tine. The MS&X

software provides the neans to keep ground
stations from accidentally violating the
restriction.

o The integrity of nessage data stored is
not currently guaranteed as the nessage
storage area of the DCE nenory is not
protected agai nst external ly i nduced
errors. The program and non-nessage data
are protected by hardware.

These restrictions may be lifted in later
i npl enent ati ons.

MB& consists of three elenments, a protocol
specification, the MS& software running on
the DCE, and several inplenmentations of
sof tware for various comput er s whi ch
i mpl enent the MS& protocol for ground
users.

2.1 MS& Protocol

was design primarily to
be easy to inplenent. Its only other goal
was to provide the minimal message handling
capability to PUT a nessage on the DCE, to
GET one back, and to KILL a nessage no

The M@ protocol
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| onger required.

As "easy to inplement" dictated a single
user appr oach, a LOGON and LOGOFF
capability was added to keep two or nore
ground stations from starting nmessage
transfer operations simultaneously.

Experinentation with m ni mal ground
stations is planned; the MS& protocol was
designed to accompdate this activity.
Messages are broken into small (64 byte)
blocks with CRC error detection. Once a

message transfer is begun, message bl ocks
can be acknow edged at any time, and in any
gquantity. This allows a battery powered
station to reduce its transnissions by
requiring only one acknow edgnent for a
message of any arbitrary nunber of bl ocks.
Unacknow edged bl ocks are retransmtted in
a "round robin" fashion.

DCE bl ocks are acknow edged by sending a
bit map frane. The bit map contains one
bit for each block in a nessage. Bits set
to 1 represent unacknow edged bl ocks, and
Os represent acknow edged blocks (Fig 1).
The transmitting station continues to send
the blocks indicated by 1 bits, until a
bitmap is received with all bits set to O.

Figure 1. -- Exanple of an MS& Bit Mp
7654 3210 (1)
00101000 (2)
01234567 (3)

(1) nunbering of bits in bit map (MSB is 7)
(2) bit map ack'ing all but blocks 2 and 4
(3) blocks represented by bit nmap bits

2.2 M@ Frane Fornat

This section is not neant to provide a
formal MS& protocol specification, but to
outline the structure of the protocol and
the franes used by it. Frane types may be
added or renoved as the protocol matures.

Al though there are several types of franes,
they all share the following fornat:

<10h><03h><cmd><cmd not><data | ength><data>
{crc>

Each byte is sent as an asynchronous
character wth 8 data bits and no parity
bit. Frames are preceded by several SYN
byt es <16h> for nmodem and timng
synchroni zati on.

Frame breakdown:

<cmd> -- A single ASC I charact er

speci fying a DCE command.

<cmd not> -- The inverse of <cnd>. Thi s

byte can be calculated by <CMD> XOR FFh or
by 255 m nus <cnd>.

<data length> -- A single byte giving the
I ength of the <data> portion, in bytes.
Data length is between 0 and 128 bytes.

<data> -- <data length> bytes of data.
This data can be either ASCI| characters or
bi nary bytes.

<crc> --  Two bytes of cyclic redundancy
check. The CRC is a type of checksum and
it covers everything from<cmd> to the end
of <data>, inclusive.

In order to assure that <10h><03h>», the
begi nning of frame marker, does not get
transmtted in the frane, all <10h> Dbytes
ot her than the one at the beginning of a
frame are doubl ed. That is, during
transm ssi on, <10h> is converted to
<10h><10h>. Wien receiving a frame, after
the first <10h><03h» has been detected, all
<10h><10h> sequences should be converted to
a single <10h>. If a non-doubled <10h> is

encountered in a frame, it is an error.
2.3 MS&@ CRC
Every frame transmitted by the MS&Q ends

with a two-byte Cyclic Redundancy Check
(CRC) . The CRC is an error detection code,
and if you wuse the CRC equation on a
received frane, your two-byte answer should
match the two bytes transmitted at the end
of the frame. The CRC used by MX is
calculated wusing a nodified COTT CRC
al gorithm A 780 nmchi ne-Ilanguage program
showing how this is done is provided in the
appendix.

The CRC calculation includes all bytes from
<cmd> to the end of <dat a>. The CRC
calculation is done prior to doubling <10h>
bytes and, by the receiver, after renoving
the extra <10h>.

2.4 Title Franes

required to "do sonething
when it was idle, i.e. not

The DCE was

interesting'

performng a function at the specific
request of a ground station. To this end,
MS&@ sends the first line of each active

message on the downlink when it is idle.
This line is the nessage "title" and
usual I'y contains at | east the source,
destination and subject of the nmessage.
Ground stations can see if they have any
waiting traffic wthout interacting wth
the DCE by sinply copying these title
bl ocks. The OBC DI ARY program currently
switches the DCE onto the downlink for 30
seconds at roughly 5 minute intervals.

Title frames provide a way for stations not
directly involved in DCE operations to
monitor DCE activity. The <cmd> byte in a
title frane is "T". The contents of the
<data> portion of a title frame are are as
foll ows:
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Message nunber, 1 byte. If the first bit
of this byte is set, the message is not
conpl et e, and the nessage title may be
i nvalid. Message nunbers for conplete

messages run from O to 127.

Message length, 1 byte. This is the length
of the message that is stored on the DCE

it is not the length of this title frame.
Multiply this by 64 to get the nmessage
length in bytes.

Call sign of station using DCE, 9 bytes of

ASCl | . If no one is using the DCE then
this will be 9 blanks.

Title of the nmessage, the remai ni ng
<length> mnus 11 bytes of the <data>
field. This is taken from the first [line
of the nessage. The length referred to

above is the FRAME LENGTH (which follows
the inverted command). The 11 accounts for
the nessage nunber, nessage length and call
sign data.

The title for message number O contains
MS& admnistrative and status information.
It currently contains MS& version nunber,
a counter fromthe error detection and
correction (EDAC) nenory, the nunber of
free nenory blocks available, the nunber
that will be assigned to the next message,
a counter that is increnented every tine
MS& receives a valid frane, an error
i ndi cat or and an indication of which bank
of RAMis active. Message O itself is used

to downl oad portions of the program
vari abl es, including a table of nenory
addr ess where the EDAC circuits have

corrected an error.

2.5 QG her Franes

The above information and a short computer
program will allow causal ground observes
to nonitor DCE activity. During actual DCE

operati ons, however , several other frane
types are used. The following command
frames are used by DCE ground stations, and
the l'ist provi des insight into the

operation of the MS& mail box.

LOGIN tells the DCE the call
ground station.

sign of the

LOGOUT frees the DCE for use by another
ground station. Logout is automatic if the
DCE does not hear the ground station for
two ninutes.

PUT is used by the ground station to store

a nessage to the DCE

CONTI NUE allows the ground station to
continue (on another orbit) a PUT operation
that was interrupted by LOCS.

GET is used to retrieve a nessage from the
DCE.

KILL deletes a nessage.

END resets DCE software to the title-
di splay node, wi t hout logging out the
ground station.

Thus, the DCE has all of the commands
needed in a computer bulletin-board system

3.0 DCE SOFTWARE

The DCE MS& software is inplenmented in 280
assenbl er code. It is in assenbler for
both size and speed, the DCE MS& runs in
2.5k and supports full duplex operations at
1200 baud on a 280 with a .9MHz cl ock.

The program resides in the menory protected
by hardware EDAC. Messages are stored in
96k of non-protected nenory. This nmenory

is mapped into the upper 32k of the 280
menory space. There are two 32k banks and
two 16k banks. The banked nenory is
organiied as a linked list of 256-byte
bl ocks. Al of the banked nenory is used
except for the block in bank three

containing location ASFlh, which has a bit
t hat went bad shortly Dbefore | aunch.
Messages consist of a linked list of menory

bl ocks, unused blocks are kept on a free
list.

Al of the link pointers for the nmenory
bl ocks are kept in the nenory protected by

hardware  EDAC. Currently, bl ocks from
del eted messages are returned to the top of

the free list where they will be the next
to be re-allocated. This tends to kept
bank 1 in use and bank 4 enpty. This will
be changed in a future version.

The banked menory is not currently
protected against charged-particle induced
sof t errors. Al gorithms are bei ng
developed to provide this nmenory with
software EDAC in the future. In 60 days of

nmoni tori ng, we have only seen three errors
in the 16k of hardware-protected nenory.
It is hard to draw conclusions from this
limted data, and the menory technology is
not the same in the banked nenory.
Experinents are planned to gather data on
soft errors in all parts of nenory.

3.1 Gher MS& Functions

The MS& software on the DCE supports two
non- nessage related functions.

BYPASS ~ The DCE sends all characters
received through the VHF uplink to the UART

t hat leads to the spacecraft conmmand
system Thi s provides backup to the
simlar function perforned by the DIARY

the 1802 computer in case of
or the need to conpletely
The BYPASS software

program on
1802 failure
rel oad 1802 software.

resides in the receive interrupt handl er,
and therefore should perform the bypass
function with high reliability no natter

what the other levels of MSG2 software are
up to. There is no way to disable the
BYPASS. The BYPASS was made necessary by ¢
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failure in the VHF uplink facility shortly
after launch.

function washes any
errors out of the

MEMAASH - This
accunul ated single-bit
hardware EDAC nmenmory by reading a |ocation
and witing it back. A different rmenory
byte is fetched and stored once on each
trip through the main |oop of the software,
which occurs at least once every 9.2ms.
Al of the EDAC nenory is checked at |east
once every 150 seconds, this nunber night
be 10 to 100 times faster, dependi ng on
uplink activity.

A third function under developnment is the
gathering of information on soft nenory
errors in the unprotected areas of nenory.
This is to further the DCE's role in
gathering engineering data used for PACSAT
devel opnent as well as to provide a high
level of data integrity for messages stored
onboard the DCE.

4.0 M5& GROUND STATION SOFTWARE

nunber

The MS&X protocol provides a small

of basic features: logon, logoff, put, get,
and kill. The ground station software
suppl i es addi ti onal "user friendy"
facilities. Such features i ncl ude
remenbering the start point for partial
nmessages, providing wildcard or nultiple
file transfer, automatic logging, and
providing antenna pointing cues; these

features are not part of the basic set of
functions, but nmake the DCE easier to use.

The features available at any particular
ground station depend on that station's
har dwar e.

5.0 MESSAGE FORNATS

MSG2 is a data-transparent system i.e.

messages are stored as a single string of 8
bit bytes. Message content does not effect
and is not effected by conmuni cati on
through MSG2. Most nessages, however, wll
follow a fixed format for their first Iine.
The first line is defined as the text up to
the first <cr>», or 116 characters. This is
the part of the message that is sent on the
downlink in title blocks.

5.1 Person-to-Person Messages

The following format is used for standard
nessages:

To:<call> De:<call> Re:<title)

The call can be up to 9 characters. There

are no spaces after the colon in any field.
For exanpl e:
To:GO/K8KA De:NK6K Re: Software updates

fields are the call signs
A future conmand

The To: and De:
of DCE ground stations.

in MSG2 will permt nessages in this format
to be searched by To: field and downlinked
in a group. The format is flexible, and
fields my be added to it if the DCE is
used for other than direct ground station
to ground station data transfer.

6.0 THE ELLITIRF OF THE DCE

Sever al hundr ed kbytes of data have
travel ed between UoSAT headquarters 1n
Surrey (UK) and NK6K in Los Angeles (USA)
on the DCE MS& ground station and
satellite software works efficiently and
reliably. Wi le much of the future use of

DCE store-and-forward capability depends on
radi o-regul atory matters beyond our
control, the DCE has successfully proven
that store-and-forward conmmunications using
a satellite in Jlowearth orbit can be
carried out routinely. It has put us in a

position to make informed design decisions
whi | e working an a proposed dedicated
store-and-forward spacecraft.

The linmted menory available on U0-11 and
the fact that DCE activities consune
bandwi dth on the UoSAT-11 command wuplink

and general downlink dictate that only a
limted nunber of selected ground stations
will t ake part in future DCE
conmuni cati ons. These ground stations wll
be chosen such t hat, regul ati ons
permtting, each can serve as a gateway --
del i vering amateur radio news and and
t echni cal information to stations outside
of the DCE ground station network.

Equi prent for an East Coast North Anerica
gat eway is in place and shoul d be
oper at i onal by the time this sees print,
A station will be brought on the air soon
in New Zeal and. Di scussions are under way
for stations in Australia and Japan. The
DCE is ready now to serve as an effective
link between the amateur radio service's
far flung packet radio networks.

7.0 SUMVARY

The DCE project was begun as an opportunity
to gain experience in the desi gn,
construction, and orbital operation of

space -based |large-nmenory store-and-forward
message relay satellites. The parts used
in its construction are giving us data on
the suitability of high density non-

speci al i zed nmenory devi ces and
m croprocessors (i.e. i nexpensive) in |ow
earth orbit, which is directly applicable
to future amateur space projects. The
com ng months  will give us experience

gateway operations to naximze

schedul i ng
wor |l dwi de network of

data volume in a
ground stations.

exists now to move 114k

The capability
froma single ground

bytes per day to or
station.

The experience gained from witing M®&
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sof t war e, managing DCE operations, and
dealing with regulatory issues will be
of great use when the mailbox on JAS1
becomes operational and when design teans
set to work on PACSAT -- an amateur radio
satellite dedicated to store-and-forward

comuni cat i ons.
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Appendi x 2 - DCE CRC algorithm

The routine below can be used to conpute
the checksum for reception of DCE franes.
The HL register is cleared before the first
byte is received. Each byte is acted on in
turn. When al byt es have been
checksummed, the result is conpared against
the received checksum The L register
contains the first byte received, the H
regi ster the second.

. COMPUTE CRC ON A, INTO HL
CKSUM:

LD
LD

Qw
> 0

CRC2:
LD
RLCA
LD
LD
RLA

—
O

> > 0 >

[ - - - - -

> o > [l (@]

-
O
[l e = o . - S o]

DEC B
JR NZ,CRC2
RET

In using this program on DCE franes,
remenber that the CRC covers all bytes from
the <cmd> to the end of the <data> segnent,
i ncl usive,' It does not include the CRC
itself, or the leading <10h><03h> bytes.
Al so, CRC calculation is done prior to
doubling <10h> bytes and, by the receiver,
after renobving the extra <10h>. To check
your CRC program CRC check the characters
"TEST MESSAGE". The result should be CRC
bytes L=253 and H=223. 253 would be the
byte transmitted or received first.
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